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1
Decision/action requested

Approve the following content for TR 33.848.
2
References

None
3
Rationale

This proposal aims to clarify the issue of secure administration of a virtualised environment, which is already discussed in Key Issue 10.  To do this we move some content from Key Issue 10 into Section 4 to discuss the general issue of secure administration in NFV, to focus Key Issue 10 on the 3GPP specific challenge.
We also add security threats and requirements to Key Issue 10.
4
Detailed proposal

*** BEGIN CHANGE 1 ***
3.1
Definitions
For the purposes of the present document, the terms and definitions given in 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].

Global Administrator: A role in the access control hierarchy which gives access to all administrative features and abilities in the NFV environment.  Depending on the operating system this role might be known as root or as a superuser.
Noisy Neighbour Problem: When a VM accessing shared resources uses more than it should do.  This causes other VMs accessing those resources to suffer from reduced or erratic performance.

*** END CHANGE 1 ***
*** BEGIN CHANGE 2 ***
4.4.x
Secure Administration

A key aim of virtualisation is implementation of the network using flexible resources which can be scaled and sized in near real-time to fit customer demand.  To achieve this effectively NFV deployments rely on a single administration domain, where a global administrator is able to manage the hosts and NFV environment.  While this administrator is not necessarily able to manage the entire deployment directly from a single account, as they are able to give themselves roles and permissions they can use it as a starting point to gain other capabilities.  Without extra security controls an attacker who gains access to one of these accounts would be able to exploit, control and manage the entire NFV environment.
*** BEGIN CHANGE 3 ***
5.11
Key Issue 10: Single Administrator Domain

5.11.1
Key issue detail

As discussed in 4.4.x, NFV deployments usually rely on a single administration domain, with a global administrator who is able to manage the hosts and NFV environment. As such, at some level, all VNFs regardless of their sensitivity are potentially reduced to the same security level of the single administration domain. Therefore, if an attacker is able to gain global administrator privileges, they will be able to control and manage all Network Functions, regardless of their sensitivity and trust domain.  
5.11.2
Security threats
An attacker with access to a global admin account has access to all VNFs, including high security environments like the UDM/ARPF, could change the routing of a network to send traffic to a location of their choosing or could shut down a network altogether. 
5.11.3
Potential security requirements

The global administrator role is considered to exist in the highest trust domain for the 3GPP architecture.

In general delegated administrator roles shall be used.  The global administrator role shall only be used in exceptional cases, e.g. to add permissions for other high-level administrators.

The highest security controls shall be applied to use of the global administrator role.  In particular all use of this role should be logged and audited.
An alert should be raised in the global administrator role is used, or if any account attempts a function it is not meant to attempt.

All administration and management should only be permitted from known, attested devices and multi-factor authentication should be enforced.
*** END CHANGE 3 ***
